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Abstract: The traditional “centralized” access control technology can no longer guarantee the security of private data access
control in the current internet of things environment. Based on the ABAC (attribute-based access control) model, a block-
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GetRequest( ): R i) 42 il SEBS 115 2R 10 3% .
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IR M FAG # 4 Datapyo

GetIPFS( ): 1% 5K # 18 vy Il 42 1 S mg 3K 15
XTASEEAE IPFS bk i) a8 PR, DXCHURE I 26 3%
[7] Datajpgso

4) ARMC

F B Tl SRS K& R AR U5 ]
SREURAA HAR V5 I id 5%, 8T8 vH R I fa 25k
Mo LR REALORELL N M.

UpdateRecord( ): M7 1EASCREAMB R F i 1)
W, WA NANRE P R O S BdEE
SR VG ok B 2E G & I FAA B, BEeEY
2 B 3 A 7 vk 0 s SR 1)U R AR

GetRecord( ): £¥s BT A & SREUFA A 205 117 1)
WK BNRAE B — ME— D7 )il 3%,
ANV 0] 38 BV o) e SRR AT BT . HE A A 3R
AR AT 00 ) 7 [l i si 2 R 7 e e () 1R A7 HE 7
BRI FHHEA B — o X HUBE A AS P o] DULRAIE VS
i e SR 1) T BE 1

BiE1 SHREHE
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policy«—ACPC.QueryPolicy(Keypoticy)// 2 1 i
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p_data<——AP.p_data

p_Ipfs<—AP.p Ipfs

If time.Now( )>AE.endTimethen//| K717 ] B+ 7]
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return, “Access Time Out”

end if

If !Verify(AS.userld+p data +
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signer PK)then

return, “Sign Error”

end if

if ' Verify(AS.PK,AE.signer PKuser,signer PK)//
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p_Ipfs

return, “Sign Error”
end if
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return data.
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